
 

 

 
 
 
 
 

Vol 11 Issue October 2022 

 
 

www.bizconsult.vn 

 

 

 

1 

Decree 53/2022: Some 

notable points in 

implementation of Law 

on Cybersecurity   
 

 
 

Nguyen Trong Nghia 
Partner 

 

 
 

Le Anh Kien 
Associate 

 

On 12 June 2018, the National Assembly 

passed the Law on Cybersecurity and took effect 

from 01 January 2019, however, some provisions 

were not clearly specified and there were many 

obstacles in practical implementation. 

Therefore, recently on 15 August 2022, the 

Government issued the Decree No. 53/2022/ND-

CP (“Decree 53”) in order to detail a number of 

articles of the Law on Cybersecurity. 

Decree 53 takes effect from 01 October 

2022 and has a number of noted key points as 

follows: 

 

1. Data localization  

Data localization is considered as the 

most remarkable point of Decree 53. 

Accordingly, the subjects of data localization are 

foreign enterprises that conduct business in 

Vietnam in one of the following fields: 

Telecommunications services; services of data 

storage and sharing in cyberspace; supply of 

national or international domain names to service 

users in Vietnam; ecommerce; online payment 

services; payment intermediary; services of 

transport connectivity via cyberspace; social 

networks and social media; online video games; 

and services of provision, management, or 

operation of other information in cyberspace in the 

forms of messages, phone calls, video calls, emails 

or online chat, are obliged to comply with the 

data localization requirements and set up a 

branch or a representative office in Vietnam in 

case the service(s) provided by foreign 

enterprises used to commit a violation of the 

Law on Cybersecurity, which had been notified 

and requested to coordinate, prevent, 

investigate and handle in writing by the 

Department of Cybersecurity and High-tech 

Crime Prevention under the Ministry of Public 

Security but the foreign enterprises fail to 

comply, incompletely comply with, or prevent, 

obstruct, disable, or invalidate cybersecurity 

protection measures implemented by the 

cybersecurity protection specialized force. The 

time to set up a branch or representative office in 

Vietnam starts from the foreign enterprise 

receives the request to set up a branch or 

representative office in Vietnam until the foreign 

enterprise no longer operates in Vietnam or 

regulated services are no longer available in 

Vietnam.  
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With regard to the domestic enterprises, 

Clause 2 Article 26 of Decree 53 stipulates: 

“Domestic enterprises store data specified in 

Clause 1 of this Article in Vietnam”. This provision 

can be understood that all domestic enterprises 

are obliged to localize all types of data according 

to the law. However, there may be another 

viewpoint that only domestic enterprises 

"provide services on telecommunications networks 

and the Internet, value-added services in 

cyberspace in Vietnam have activities on 

collecting, exploiting, analyzing and processing 

data about personal information, data on the 

relationship of service users, data created by 

service users in Vietnam” is required to localize 

data in Vietnam (quoted from Clause 3, Article 26 

of the Law on Cybersecurity 2018). 

 

2. Data subject to data 
localization 

According to Decree 53, the types of 

data that enterprises must localize in Vietnam 

include (i) Data regarding personal information of 

service users in Vietnam; (ii) Data generated by 

service users in Vietnam: user service account 

name, time of service use, credit card information, 

email address, network address (IP) of most recent 

login, logout, registered phone number for the 

account or data and (iii) Data about the 

relationship of service users in Vietnam: friends 

and groups with which the user connects or 

interacts.  

3. Form and time period of data 
localization 

The form of data localization in Vietnam 

is decided by the enterprises. 

About the time period of data 

localization, Decree 53 stipulates: “The data 

localization period specified in Article 26 of this 

Decree starts from the time the enterprise receives 

the data localization request until the end of the 

request. Minimum localization period is 24 

months.” 

This regulation does not specify whether 

it is applicable to the domestic enterprises or 

foreign enterprises, however, it can be 

understood that this regulation only applies to 

foreign enterprises because such enterprises are 

obliged to localize data at the request of a 

competent state 

authority. For 

domestic enterprises, 

data localization can 

be understood that it 

must be carried out 

throughout the 

operation of such 

enterprises, from the 

date Decree 53 takes effect. 

 

4. Other provisions 

Other than the regulations of data 

localization, Decree 53 also contains other 

critical provisions related to the establishment of 

cybersecurity criteria for important information 

Data localization 
in Vietnam is 
considered as the 
most remarkable 
point of Decree 53. 
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system for national security; cybersecurity 

conditions for important information systems for 

national security; order and procedures for 

applying cybersecurity protection measures; 

cybersecurity protection activities in State 

authorities, central and local political 

organizations./.  
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Dislclaimer / Tuyên bố trách nhiệm  

We provide this material and its content for general informational purposes only and make 
no representations or warranties, express or implied, as to the accuracy, timeliness, or 
completeness of such information. No information in this material reflects our official 
opinions and it is not offered as legal advice and should not be used as a substitute for 
seeking specific legal advice from us or your counsel. Your use of any information in this 

material does not create an “attorney-client” relationship between you and us until specific agreement is 
entered into between you and us to handle a particular matter. 

We reserve our rights, at any time, to modify and/or discontinue, temporarily or permanently, this material 
(or any part thereof) without prior notice. We shall not be liable to you or to any third party for any 
modification, suspension, or discontinuance of this material, or any of its contents. 

If you have, or suspect that you may have a particular matter, you should contact us or your counsel for 
specific advice on such matter. Persons accessing this information assume full responsibility for their use 
of that information, understand and agree that we are not responsible or liable for any claim, loss or 
damage arising from their use of the information in this material. 

This material and all rights, including without any limitation, copyright and industrial property rights, on 
and in connection with this material, including the designs of this material, belong to bizconsult law firm 
and all are fully protected by law. 

 

Bản tin này cùng với các nội dung trong bản tin chỉ nhằm mục đích cung cấp thông tin chung. Chúng tôi 
không cam kết hoặc bảo đảm về tính chính xác, tính thời sự hoặc sự đầy đủ của các thông tin cung cấp 
trong bản tin này. Bản tin này thể hiện quan điểm, ý kiến chính thức hay tư vấn pháp luật của chúng tôi. 
Bạn không nên sử dụng những thông tin trong bản tin này để thay thế cho việc tham khảo ý kiến tư vấn 
pháp luật của chúng tôi hoặc của luật sư của bạn. Việc bạn sử dụng các thông tin trong bản tin này không 
hình thành mối quan hệ “luật sư – khách hàng” giữa bạn và chúng tôi, trừ khi và cho đến khi một thoả 
thuận được ký kết giữa bạn và chúng tôi theo đó chúng tôi được yêu cầu tư vấn về vấn đề cụ thể của bạn. 

Chúng tôi giữ quyền sửa đổi, tạm ngừng hoặc ngừng vĩnh viễn hoạt động của bản tin này hoặc bất kỳ phần 
nào của bản tin mà không thông báo trước. Chúng tôi không chịu bất kỳ trách nhiệm nào về các sửa đổi, 
tạm ngừng hoặc ngừng vĩnh viễn hoạt động của bản tin này. 

Nếu bạn có vấn đề nào cần tư vấn, hãy liên hệ với chúng tôi hoặc yêu cầu luật sư của bạn tư vấn về vấn đề 
đó cho bạn. 

Tất cả các quyền, bao gồm cả quyền sở hữu, quyền tác giả, quyền liên quan và các quyền sở hữu công 
nghiệp đối với nội dung thông tin, thiết kế, trình bày mỹ thuật của bản tin này thuộc chúng tôi và được bảo 
vệ theo Luật Sở hữu Trí tuệ Việt nam, các hiệp định, hiệp ước quốc tế mà Việt nam đã ký kết. 
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Contact / Liên hệ 

For receiving our LegalNews, kindly contact us / Để nhận các Bản tin pháp luật, vui lòng liên hệ với chúng 
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Trang Vu  
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No. 20, Tran Hung Dao St. 
Hoan Kiem district 
Hanoi 
Vietnam 

E-mail: info-hn@bizconsult.vn 

11th Floor, Sailing Tower 
111A Pasteur, District 1 
Ho Chi Minh City 
Vietnam 

E-mail: info-hn@bizconsult.vn  
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